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Why do | need to do this?

About this Guide

* This guide will walk you through the steps to install Remote
Desktop application to connect to a Virtual Desktop from
your personal PC, laptop, or Mac.
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Before You Get Started

You will need to have access to the following:

* A personal computer (Macbook, laptop, or PC) connected to
the Internet
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Step 1: On your personal computer, install the Windows

Remote Desktop Client

Choose the client that matches Download for Mac:
your version of Windows on your * To get started, download and

personal computer: install the client on your macOS
 Windows 64-bit device.

e Windows 32-bit
e Windows ARM64

If you need help determining which
version of Windows you have,
look here and follow the three
steps.
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https://go.microsoft.com/fwlink/?linkid=2068602
https://go.microsoft.com/fwlink/?linkid=2098960
https://go.microsoft.com/fwlink/?linkid=2098961
https://support.microsoft.com/en-us/help/13443/windows-which-version-am-i-running
https://apps.apple.com/app/microsoft-remote-desktop/id1295203466?mt=12

Step 2 for Windows: Run the Remote Desktop Wizard on

your personal computer

#3 Remote Desktop Setup

* In File Explorer on Windows
look in the Downloads folder for
the Remote Desktop installation
file. The extension of the file is
.msi.

* Double click on the file to
run the Remote Desktop Wizard,

N Welcome to the Remote Desktop Setup
F  Wizard
- v,

The Setup Waard wil retall Remote Deskiop on your
computer. Chck Next to continue or Candcel 1o exit the Sebup

Wizaed.

- x

click next, and finish.
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Step 2 for Mac: Install Remote Desktop

* Install the Remote Desktop App. - - - S
> Add a WOrkSpaCE for rdweb.wvd.microsoft.com
rdweb.wvd.microsoft.com. ST o workepRce L

* When prompted, enter your City
credentials.
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Step 3: Microsoft Authenticator Setup

Decide Which Security Protocol You Want to Use
Select One Option From the Below Table to Continue

wetod  lpenets umors

. D : . : :

o Auvenicto gy O OSe Youto s s s you e ragtine it

(STRONGLY RECOMMENDED) Y P ' . : '
Most secure method Most involved setup process.

* Does not require you to have access
to your desk phone.

You are likely familiar with using this
method for verifying your identity
for other services (social media,
online banking, etc.)

* Requires that you have a cell phone with
network coverage able to receive calls/texts.
Not as secure as Authenticator.

Text Message

* Requires that you have a City-issued desk
phone and dedicated number.

Requires you to be able to access your desk
phone.

* Simple to setup if you are in the office
City Desk Phone Ideal for those who do not have access to
a smartphone
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Choose Your Security Protocol

Which Will it Be? Click on Your Preferred Protocol:

* Authenticator — Secure, accessible, more steps to setup. Instructions
begin on slide 9.

* Text Message — Accessible, familiar, not as secure. Instructions begin on
slide 18.

* Desk Phone — Least steps to setup, not as accessible from outside of the
office. Instructions begin on slide 22.
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Microsoft Authenticator Setup

Microsoft Authenticator Security Protocol

Microsoft Authenticator ensures that your password reset is
legitimate. It drastically reduces the risk of cybercriminals

accessing your account. The following steps describe how to
install Authenticator.

Before you begin:

e Have your City-issued or personal smartphone handy.

* Make sure you have adequate data coverageto be able to access
the Internet on your smartphone,
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Setting Up Microsoft Authenticator Verification

Are You Using a City-Issued Phone/Tablet?

City smartphones will have Authenticator available for you.
Access the MaaS360 App Catalog and install Microsoft
Authenticator onto your device. You may skip the next slide
and jump right into Step 1.
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Setting Up Microsoft Authenticator Verification

Download and install "Microsoft Authenticator” to your
personal phone.

If you plan to use your personal device, please pick up your
smartphone now and use one of the following links, or search

for “Microsoft Authenticator” on your phone’s app store. Skip
this step if you are using a City-issued phone or tablet.

M\ # Download on the »  GETITON
v ¢ App Store | »® Google Play |

Continue to the next slide on your computer after you have
installed Microsoft Authenticator
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Setting Up Microsoft Authenticator Verification

1. Get on your computer and launch o
your preferred browser. Go to LONGBEACH
http://aka.ms/ssprsetup

2 ) Si gn i n With you r Offi Ce 365 Your organization needs more information to keep
username and password. Click your account secure
NeXt Use a different account

Learn more

More information required
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http://aka.ms/ssprsetup

Setting Up Microsoft Authenticator Verification

3. Did you download Microsoft
Authenticator on your phone?
Yes: Click Next

No: Go back to slide 10 if you
are on a City-issued
smartphone or tablet, slide
11 if you are using a
personal smartphone tablet.

Keep your account secure

ur organization requires you to set up the following methods of proving who you are

Microsoft Authenticator

Start by getting the app
~\
v On your phone, install the Microsoft Authenticator app. Download now
After you install the Microsoft Authenticator app on your device, choose "Next".
-
| want to use a different authenticator app
| want to set up a different method Skip setup
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Setting Up Microsoft Authenticator Verification

4. Click Next to Setup your
Account. Follow the
directions on the screen.

5. Launch Authenticator on
your phone and select
Scan QR Code

Keep your account secure

Your organization requires you to set up the following methods of proving who you are

Microsoft Authenticator

Set up your account

If prompted, allow notifications. Then add an account, and select "Work or school".

=3
_— =
v NN
| want to set up a different method Skip setup
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Setting Up Microsoft Authenticator Verification

6. Scan the on-screen QR
COde as prompted, press Keep your account secure

N t Your organization requires you to set up the following methods of proving who you are.
eXt.

Microsoft Authenticator

Scan the QR code
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Setting Up Microsoft Authenticator Verification

7. Approve the notification

Sent tO yOur Smartph0ne, Keep your account secure
t h e n C l'i C k N eXt . Your organization requires you to set up the following methods of proving who you are.

Microsoft Authenticator

o Let's try it out
Approve the notification we're sending to your app.
-
=
Back
| want to set up a different method Skip setup
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Setting Up Microsoft Authenticator Verification

9. Check Authenticator on

your smartphone one last [ONGBEACH
time and CliCk Approve. behrang.abadi@longbeach.gov
. A . . t
1O.C0ngratUlatlonS, you are ﬁpHpv:?eijnj:?oTifiICZTI:ne‘j::I:u?mDl::l'lle device.
done W'ith two faCtor SEIEZ?;;;:JEH the Microsoft Authenticator app to

authentication. Move on
to Step 4 on Sl'ide 23. More information
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Text Message Security Protocol

Text Message Security Protocol

The following instructions will show you how to setup password resets
using text messaging as your preferred security protocol.

Before you begin:

* Have your City-issued or personal cellphone handy.
* Make sure you have adequate phone coverage to receive calls/text messages.
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Setting Up Text Message Authentication

1. Get on your computer and launch o
your preferred web browser. LONGBEACH

2. Goto
https://myprofile.microsoft.com/

More information required

Your organization needs more information to keep
your account secure

3. If asked to login, provide your City
email and password.

4. Click Next when prompted that
more information is needed.

Use a different account

Learn more
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https://myprofile.microsoft.com/

Setting Up Text Message Authentication

Keep your account secure

5 . C li C k I Wa n t to Set u p a di ffe re n t Your organization requires you to set up the following methods of proving who you are.
methOd and Cl'iCk NeXt Microsoft Authenticator

Start by getting the app

~\
o On your phone, install the Microsoft Authenticator app. Download now
-

After you install the Microsoft Authenticator app on your device, choose "Next".

I | want to set up a different method I Skip setup

| want to use a different authenticator app

3y nattinn tha ann

6. Select Phone from the dropdown W Choose a different method
and press Confirm.

Which method would you like to use?

Phone v

NRR T (R |
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Setting Up Text Message Authentication

Keep your account secure

/. Enter your phone number and

Your organization requires you to set up the following methods of proving who you are.

press Next
8. You will receive a six digit code. S
Enter the code into the next Ut T 2 e oy e
screen and press Next. O 1 B .
9. Follow the on-screen instructions O calm

Message and data rates may apply.

to complete setup.
Congratulations, you are done
with two factor authentication.

Move on to step 4 on slide 23.
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City Desk Phone Security Protocol

City Desk Phone Security Protocol

The following instructions will show you how to setup password resets
using your City desk phone.

Before you begin:
* You must be at your City desk phone, and it must be available to receive calls.
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Step 4: Launch the Remote Desktop app

e Select the Virtual Desktop icon EE

ssssssssss
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Step 4: Login with Email Credentials

Windows Security X

. . Enter your credentials
e Use your email credentials

. These credentials will be used to connect to CLB WVD.
to log in.

Your Name

1 ssssssens

Your Name@longbeach.gov
Remember me

More choices
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Step 5: Log in to Virtual Desktop

* You will be able to use Chrome, all of the Microsoft Office
suite (Word, Excel, PowerPoint, Outlook), and Teams.
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Virtual Desktop Browser instructions

* If these instructions do not work for your computer, you can always use
the browser version by clicking here:
https://rdweb.wvd.microsoft.com/webclient/index.html

* Questions? Call the TID Help Desk at 562-570-6100
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https://rdweb.wvd.microsoft.com/webclient/index.html

